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1. Introduction
Purpose

The purpose of the Acceptable Use Policy (hereafter the ‘Policy’) is to protect individuals,
safeguard Trust data and assets, and secure information systems by clearly defining what
is acceptable use, and what is not. Compliance with this Policy helps mitigate against
risks such as data breaches, cyber security incidents, legal liabilities, and the
reputational damage following from these.

Scope of the policy

This Policy applies to everyone who accesses the Trust’s corporate network, our cloud-
based services, or any other infrastructure or information technology assets. This
includes but is not limited to: Trust and School staff; LAB members, Trustees, and
Members; contractors; volunteers; temporary agency staff; visitors; and anyone else
accessing the above resources.

2. Acceptable Use
Examples of acceptable use
Acceptable use of the Trust’s assets includes but is not limited to:

e Conducting official Trust business, including communication tasks related to this
business.

e Carrying out tasks or communications necessary to deliver the curriculum and
other related School business.

e Accessing or downloading digital resources that are required for the above tasks.

e Carrying out other tasks explicitly approved by the relevant Trust or School
authorities.

Examples of unacceptable use
Unacceptable use of the Trust’s assets includes but is not limited to:

e Personal use of Trust resources for activities that are unrelated to any Trust or
School business, and which have not been explicitly authorized.

e Accessing, downloading, disseminating, or otherwise interacting with, content
thatis inappropriate, harmful, offensive, orillegal or that could imply or constitute
a safeguarding risk.

e Unauthorised disclosure of Trust information, especially confidential or sensitive
information.
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e Sharing your personal login credentials, including passwords, tokens, or keys,
with others, or allowing access to these accounts by other people. Personal user
accounts should be accessible only by the named individual.

e Participating in any activity that could cause reputational damage to the Trust or
School.

e Participating in any activity that could compromise network or system security or
disrupt internal operations.

e Installing or attempting to install unauthorised software.

e Bypassing or attempting to bypass IT Security measures.

e Downloading or storing confidential Trust information on unauthorised devices.

3. Network security

Users must always exercise caution when connecting Trust devices to other networks,
especially public or unsecured networks. It is the user’s responsibility to verify the
legitimacy and security of those networks before connecting to them.

4. Data protection and confidentiality

All users are expected to comply with the Trust’s obligations under relevant GDPR
regulation, and the Data Protection Act 2018. Personal and sensitive information should
always be handled with care, securely stored, and only shared with correct authorisation.

5. Bring Your Own Device (BYOD)

The Trust permits the use of personal devices to access corporate resources —this access
is subject to technical constraints, such as Conditional Access and App Protection
policies, that are designed to secure the confidentiality, integrity, and availability of Trust
resources. Users should note that some of these security policies enforce minimum
operating system standards, which therefore imply certain hardware limitations -
therefore the Trust cannot guarantee compatibility with all ages or models of personal
device.

6. Security measures

Account security
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Users must create strong unique passwords that comply with the Trust’s
password restrictions, including blocking the use of common or frequently
compromised passwords.

Multi-Factor Authentication is a mandatory requirement for all users.

Acceptable MFA methods include the Microsoft Authenticator app, passkeys, or
hardware security tokens.

SMS or Email based MFA methods are not permitted because they are no longer
considered secure.

Passwords and other access tokens must not be shared with others, including IT
support staff.

Device security

All Trust issued devices will have full-disk encryption, antivirus and malware
protection.

Regular updates and patches will be applied - it is the user’s responsibility to
ensure these updates are carried out on the device.

Users are responsible for physically securing Trust devices when in their
possession.

Any incidents of loss, theft, damage, or actual or suspected security breaches,
should be immediately reported to IT Services.

All Trust issued assets are subject to a separate Hardware Loan Agreement which
users are expected to agree to when receiving devices as part of their role.

Email and communications

Users must remain vigilant to any suspected malicious communications, such as
phishing emails, including Teams messages, and phone calls.

Users should never transmit or provide their password, even if the email or call
claims to be from IT Services. SAND IT Services will never ask for your password.
If you believe you have been compromised by a possible phishing email please
contact IT Services immediately.

7. Monitoring and compliance

Privacy

Authorised persons in the Trust, including IT Services staff, may in certain
circumstances access user data: this could include email or Teams
communications; internet activity; site access activities; OneDrive or other file
data; or any other digital information held by the Trust.
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e This access will only occur when explicitly authorized by the Senior Leadership
Team of the School, the Head of HR, or the Trust Leadership Team, and when in
relation to legitimate investigations.

e Users should not therefore expect absolute privacy when utilising Trust devices or
networks, but SAND is committed to respecting individual privacy within the
context of law and internal regulations.

e Breaches of this Policy, or as the result of other authorised investigations, may
result in access being suspended to some or all of the computer systems,
including email, OneDrive, SharePoint, Teams, and Trust owned computer
devices. This may also include the revocation of access to Trust data via
applications running on personal devices, such as Outlook.

Filtering and Monitoring solutions

SAND Academies Trust is committed to safeguarding and promoting the welfare and
safety of all staff and pupils, and is compliant with the statutory guidance from the
Department for Education, particularly Keeping Children Safe in Education (KCSIE), as it
is described in the latest applicable version of the legislation.

Effective filtering and monitoring is a statutory requirement.
Filtering

Filtering is preventative — SAND implements internal filtering solutions that are designed
to

e Prevent access to inappropriate, explicit, illegal, discriminatory or other harmful
content, including mis- and dis-information.

e Comply with the applicable digital guidance, such as KCSIE and DfE guidance for
educational settings.

e Mitigate safeguarding risks associated with online content.

e Where requested by the School or Trust, to restrict access to non work related
online content or websites.

In line with the DfE guidance Meeting digital and technology standards in schools and
colleges, the Senior Leadership Team, the DSLs, the Safeguarding Lead and the Head of
IT will review the filtering and monitoring provision at least annually.

Monitoring

Monitoring is reactive — SAND implements internal systems that monitor activity on
corporate devices, and which can, in the event of a concern, record that activity and alert
the relevant safeguarding teams. Access to the content of these alerts is restricted to
authorised safeguarding teams only, and is not accessible to IT Services technical staff.
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These systems operate on all Trust-owned corporate devices regardless of assigned
usage, which includes devices allocated to staff. Although the primary focus of
monitoring provision is to ensure the welfare of children and young people, this obligation
extends to ensuring their safety regardless of which device they may access.

The monitoring system

e Detects indicators of harm or concern in user activity, not limited to activity in the
internet browser.

e Helpsto provide an early warning of unsafe activity, facilitating early intervention
from appropriately trained staff.

Reporting concerns

Staff who encounter inappropriate content, attempts to bypass filtering, or any
suspicious or concerning online behaviours, should report this to the DSL.

8. Review

This policy may undergo annual review by the Head of IT, with formal approval required
by the Chief Operating Officer and the Board of Trustees.



